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Universal Property Preservation

Trace Property
Any property of a single packet’s path through the network.

Theorem: Per-packet consistent updates preserve 
all trace properties.
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Examples of Trace Properties:
 Loop freedom, access control, waypointing ...

Trace Property Verification Tools:
 Anteater ,  Header Space Analysis, ConfigChecker ...





MECHANISMS
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Correctness

Example: 2-Phase Update

1. Install new rules on internal switches, leave 
old configuration in place

2. Install edge rules that stamp with the new 
version number
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} Unobservable

One-touch}

Question: How do we convince ourselves these mechanisms are correct?

Solution: We built an operational semantics, formalized our mechanisms 
and proved them correct



Correctness

Example: 2-Phase Update

1. Install new rules on internal switches, leave 
old configuration in place

2. Install edge rules that stamp with the new 
version number

18

} Unobservable

One-touch}
Theorem: Unobservable + one-touch = per-packet.

Question: How do we convince ourselves these mechanisms are correct?

Solution: We built an operational semantics, formalized our mechanisms 
and proved them correct
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Evaluation

Setup
• Mininet VM
Applications
• Routing and Multicast
Scenarios
• Adding/removing hosts
• Adding/removing links
• Both at the same time
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Fattree

Small-world Waxman

Question: How much extra rule space is required?

Topologies



Results: Routing Application

Fattree Small-world Waxman
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WRAP UP
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Conclusion

Update abstractions
• Per-packet
• Per-flow
Mechanisms
• 2-Phase Update
• Optimizations
Implementation
• Runtime
• Verifier
Formal model
• Network operational semantics
• Universal property preservation
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BACKUP SLIDES
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